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Cryptographic “ignition key” to boot NetApp DataFort and 
access encryption keys.

Once initialized, each is unique to a particular NetApp 
DataFort appliance.

Provides 2 factor authentication for administrators.

Role-Based Access Control allows multiple administrators 
& roles.

Can be shared among NetApp DataFort appliances.

Recovery cards are initialized during install and can be 
shared among multiple appliances.

Quorum of recovery cards (2/5, 3/5, 2/3) is required for 
sensitive key management and recovery operations, 
providing role separation.

FIPS 140-2 Level 3
Common Criteria EAL-4+

US NIST AES-256
US NIST SHA-1

US NIST SHA-256
US DoD 5015.2
DCSSI (France)

Solution E Series
NAS (CIFS/NFS) & IP SAN (iSCSI)

FC Series
SAN & Tape (FCP)

S Series
SCSI Tape

Lifetime Key
Management™

Model S110 KM500FC520 FC525 FC1020
Tape OnlyE510 E515
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22.9 lb. (10.4 kg) 31.3 lb. (14.2 kg) 22.9 lb. (10.4 kg) 35.3 lb. (16 kg) 30.2 lb. (13.7 kg) 48 lb. (21.8 kg)31.3 lb. (14.2 kg)Weight

AC Power
Thermal3

1U 2U 1U 2U 2U 2U2UHeight

Se
cu

rit
y 

Sm
ar

t C
ar

ds

Storage
Interfaces

Power 
Supply

Processor

Mgmt
Interfaces 1 GbE RJ45 1 GbE RJ45 1 GbE RJ45 1 GbE RJ45 1 GbE RJ45 1 GbE RJ451 GbE RJ45

2 GbE RJ45
(1 client, 1 storage)

2 FC Ports LC
(1 host, 1 storage)

2 FC Ports LC
(1 host, 1 storage)

10 FC Ports LC
(5 host, 5 storage)

2 SCSI LVD 
(1 host, 1 storage)

N/A2 GbE RJ45
(1 client, 1 storage)

BTU – British Thermal Unit
CIFS – Common Internet File System
Cu – Copper Connector
FC – Fibre Channel
FCP – Fibre Channel Protocol
iSCSI – Internet SCSI
LC – Lucent Connector
LVD – Low-voltage Differential
NFS – Network File System
Op – Optical Connector
SEP – Storage Encryption Processor
SFP – Small Form-Factor Pluggable
VHDCI – Very High Density Cable 
Interconnect
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